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Actors and their Requirements

Donor

Charity

Tax Authority

Donor:

□ privacy preserving
□ deduct donations from taxes easily

Charity:

□ cheap to operate

Tax authority:

□ validate donation receipts easily and
quickly

□ prevent donation fraud
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Current Situation

Donation receipts are verified by hand.

Donation fraud does not seem to be a problem.

More attention is paid to unusually high donation amounts.

The donor is required to provide proof.
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Concept of Blind Signing

AHVN13:
7560001010000

Server
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Concept of Blind Signing

Server

The user blinds the message with a private factor.

The user sends the blinded message.
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Concept of Blind Signing

Server

Der Server signs the blinded message.

Der Server sends back the created signature.
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Concept of Blind Signing

AHVN13:
7560001010000

Server

The user makes the signature valid for the actual message by unblinding the received signature.
For unblinding, the user needs the private factor used for blinding.
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Issue Donation Receipts

5 5

Donau

The donor blinds the donation receipt template and sends the donation of 5 CHF and the donation
receipt request to the charity.

The charity accepts the donation receipt request by signing the donation receipt template of the
donor.
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Issue Donation Receipts

2 2 1 2 2 1

Donau

The hash of the donation unit public keys representing the value.

The blinded donation receipt templates (BUDIs) contain all the same besides the random nonce
and the donation unit.

BUDI := blinded(H(taxid, salt), nonce)

The charity signs with an EdDSA key.
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Issue Donation Receipts

2 2 1 2 2 1

Donau

Donau creates the donation receipts by blindly signing the donation receipt templates.

Donau sends the blind signatures via charity back to the donor.
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Submit Donation Receipts

H(taxid,
salt), nonce1 H(taxid,

salt), nonce1 H(taxid,
salt), nonce2 H(taxid,

salt), nonce2 H(taxid,
salt), nonce10

Donau16

The donor submits the signed donation receipts once a year.

donation receipt = ⟨H(taxid, salt), nonce, signature,H(Kpub
x )⟩

Donau automatically checks the donation receipts and summarizes them to a donation statement.
This and the sum of all donation receipts submitted are sent back.
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Validation

Donor

16

7560001010000

2024

Tax Auditor

The donor creates a QR code which contains the total amount donated, the corresponding year,
the tax id number and the donation statement signature.
The tax auditor is able to view the data and automatically check the signature using the provided
smartphone app.
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1. Donau registers a charity
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2. Donor wants to donate to a charity
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3. Donor sends donation

Berner Fachhochschule | Haute école spécialisée bernoise | Bern University of Applied Sciences 16



Donau: Donation
authority

Johannes Casaburi,
Lukas Matyja

Berner
Fachhochschule

v1.0.0

4. Donor unblinds donation receipts
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5. Donor requests donation statement
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Demonstration

donation statement as QR code
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Architecture
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Database
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Conclusion

Donor

Charity

Tax Authority

Donor:

□✓ privacy preserving
□✓ deduct donations from taxes easily

Charity:

□✓ cheap to operate

Tax authority:

□✓ validate donation receipts easily and
quickly

□✓ prevent donation fraud
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