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Actors and their Requirements
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Donor

Tax Authority

= Donor:

[] privacy preserving
[ deduct donations from taxes easily

= Charity:

[l cheap to operate
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Charity

= Tax authority:

[ validate donation receipts easily and
quickly
[ prevent donation fraud
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Current Situation Done et
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= Donation receipts are verified by hand.
= Donation fraud does not seem to be a problem.
= More attention is paid to unusually high donation amounts.

= The donor is required to provide proof.
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= The user blinds the message with a private factor.

= The user sends the blinded message.
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= Der Server signs the blinded message.

= Der Server sends back the created signature.
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= The user makes the signature valid for the actual message by unblinding the received signature.
For unblinding, the user needs the private factor used for blinding.
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= The donor blinds the donation receipt template and sends the donation of 5 CHF and the donation
receipt request to the charity.

= The charity accepts the donation receipt request by signing the donation receipt template of the
donor.
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= The hash of the donation unit public keys representing the value.

ojojo

= The blinded donation receipt templates (BUDIs) contain all the same besides the random nonce
and the donation unit.

BUDI := blinded(H (taxid, salt),nonce)

= The charity signs with an EdDSA key.
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= Donau creates the donation receipts by blindly signing the donation receipt templates.

= Donau sends the blind signatures via charity back to the donor.
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= The donor submits the signed donation receipts once a year.

donation receipt = (H(taxid, salt),nonce, signature, H(KPU?))

= Donau automatically checks the donation receipts and summarizes them to a donation statement.
This and the sum of all donation receipts submitted are sent back.
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Donor Tax Auditor

= The donor creates a QR code which contains the total amount donated, the corresponding year,
the tax id number and the donation statement signature.

= The tax auditor is able to view the data and automatically check the signature using the provided
smartphone app.
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- Tax Authority Charity

CharityKeyGen()

register charity request

check charity request values
POST /charities

InsertCharity()
confirmation firmati
confirmation

---------------------------------------- P | commaton

1. Donau registers a charity
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Donor

donation request

list Donaus

choose a Donau
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donation request

| GET /keys

2. Donor wants to donate to a charity
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Donor F
CreateDonationldentifier()

foreach
donation unj

yPair()

Send BKP's, donation

Verify payment
Sign BKP's

POST /batch_issue

3. Donor sends donation
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Donor
. Verify charity signature

check donation limit

Blind Sign BUDI's

tJt It ]

d blind signat
send blind signatures P sendblind signatures ___________...

foreach
blind signatu

UnblindSig()

VerifySig()

CreateDonationReceipt()

| donation confirmation_ |

4. Donor unblinds donation receipts
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Donor

Donation Statement request

Wallet of the Donor

POST /submit

display results

-1

foreach donation
receipt

GET /donation-statement

Verify()

InsertDonationReceipt()

t ]t ]

CreateDonationStatement()

create QR-Code
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Architecture

Network
requests
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EdDSA
o HTTP
REST API Handler
RSA
Y
Database
T Database cS
Donau server Postgresql Secmod Helper
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Database

donation_unit_serial BIGINT
h_donation_unit_pub £ BYTEA
donation_unit_pub BYTEA NN
validity_year INT8 NN
value taler_amount NN

receipts_submitted

receipt_id BIGINT
h_tax_number BYTEA NN
nonce INT4 NN
h_donation_unit_pub BYTEA NN
donation_unit_sig BYTEA NN
donation_year INT8 NN

charity_id
charity_pub £
charity_name
charity_url
max_per_year
receipts_to_date

current_year

donau_sign_keys

dsk_serial BIGINT
donau_pub £ BYTEA
valid_from INT8 NN
expire_sign INT8 NN
expire_legal INT8 NN

Berner Fachhochschule | Haute école spécialisée bernoise | Bern University of Applied Sciences

BIGINT

BYTEA

TEXT NN

TEXT NN

taler_amount NN

taler_amount NN

INT8 NN

history

charity_id & BIGINT
final_amount taler_amount NN

donation_year INT8 NN

receipts_issued

receipt_id BIGINT
blinded_sig BYTEA[] NN
charity_id BIGINT NN
receipt_hash £ BYTEA
amount taler_amount NN
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Donor

Tax Authority

= Donor:
M . . = Tax authority:
privacy preserving
¥ deduct donations from taxes easily  validate donation receipts easily and
uickl
= Charity: a Y
prevent donation fraud

B( cheap to operate
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